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BUSINESS EMAIL COMPROMISE

According to the Federal Bureau of Investigation (FBI), this scheme has already caused
US$12.5 billion losses to companies as of 2018.

This shows that BEC scams, while usually technically simple, are highly effective. We
actively track BEC attempts and recorded 9,291 BEC attempts in 2018 Q1-Q3, a 46-percent

increase from last year’s 6,342 in the same period.

and the U.K emerged as the top three countries most
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BUSINESS EMAIL COMPROMISE

A Business Email Compromise (BEC) is a form of spear (targeted) phishing that
aims to trick employees (mostly in finance) into transferring funds into a ‘new’
business bank account (belonging to the cyber criminal) or sharing sensitive
information at the request of a cybercriminal impersonating a senior executive.

Because these scams don't often use malicious links or attachments, they can get
past anti-virus programs and spam filters. These emails also bypass firewall
hat you thought as being your protection systems.

ord or PDF attachments (requests).

ounts you
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HOW?

Internal account take over with credentials obtained from social media accounts or other
publicly available private information — Spear fishing attack

Now that control has been compromised — email sent with request for payment
Email deleted

Deleted mailbox removed

Mail rule setup to receive reply mail and forward to secondary mailbox account
Mail rule to delete incoming mail.

Domain Name Server (DNS) (business name) similar to the
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WARNING SIGNS

Transfer requests sent when requester is travelling or otherwise unavailable.
Transfer requests are sent near COB hours.

Urgent/confidential transfer requests.

Unknown persons

Glen.brown@AustralianSandAndSoil.com.au
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PREVENTION & TRAINING

Employees receive latest phishing prevention/awareness training.
Penetration Testing including simulated real time situation training.

Encourage staff to ask questions and engage with their IT staff if they find something
suspicious.

Check with the sender either face to face or by phone and use company directory not
mber provided in the email. (2FA)

em breach — escalation of privileges /
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TYPICALSETUP

FROM: CFO(Glen.brown@AustralianSandAndSoil.com.au) gzt
TO: ACCOUNTS(Stuart. Littlemore@bec.com.au)
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RANSOMWARE

Ransomware is a type of malware from cryptovirology that threatens to publish the
victim's data or perpetually block access to it unless a ransom is paid.

While some simple ransomware may lock the system in a way which is not difficult for
a knowledgeable person to reverse, more advanced malware uses a technique called
cryptoviral extortion, in which it encrypts the victim's files, making them inaccessible,
and demands a ransom payment to decrypt them

a¥b2Tala

hrough virtual currencies, most notably Bitcoin

person themselves by
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REAL COST OF RANSOMWARE

In 2015 the cost of ransomware was an estimated $24 million
In 2016 the cost of ransomware was around $1 billion dollars.
In 2017 the cost of ransomware was around $2 billion dollars.

estimated that ransomware drained an estimated $5 billion from the
ained its position at the top of the malware threat
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RANSOMWARE - 2019

File-encrypting ransomware
has gone through significant

GAN DC RA B ups and dramatic downs over
RANSOMWARE the past few years.

Overshadowed by the influx
of malicious cryptocurrency
mining applications in late
2017, this area of cybercrime
took a nosedive only the most
ble strains could survive.

In the first quarter of the year, the
average daily ransom being paid to
affackers rose to $12,762 from $6,733 in

Q4 2018.
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RANSOMWARE - 2019

GandCrab v5 ransomware is back with new features

By Giedrius Majauskas March 1, 2019 00:42 [ 3

) GandCrab v5 ransomware is back with new _ N
Latest infections
features

BabyNameReady Extension

1 Click PDF Malware
Webload.world pop-up virus

“Your PayPal Account Is On Temporary Hold" phishing
scam

“Windows Detected Alureon Attack” warning
MaxWebSearch
Wal ransomware

Totmania.net pop-up virus

D v
«-Viruses Aurora Cheat Tool

DriverHub PUP

This fall has not only brought us rain, cold and colorful leaves, but also the notorious GandCrab

back, this time even more improved and vicious. GandCrab v5 just showed up on September
24,2018, roaming around and encrypting precious personal files all around the globe, but mainly Central Google redirect virus guide
Europe. After getting rather upset about the , developers had

Ransomware By extension

to take some time and figure how to improve the maliciousness and increase the chances of getting
ransom from the victims. Therefore after a couple of months now we see the fifth and the latest GandCrab
ransomware variant Stay connected
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RANSOMWARE - EFFECT

---= GANDCRAB V5.0 =---

Attention!
All your files, documents, photos, databases and other important files are encrypted and have the extension: .YOEWY
The only method of recovering files is to purchase an unique private key. Only we can give you this key and only we can recover
your files.
The server with your key is in a closed network TOR. You can get there by the following ways:>

¢ Download Tor browser - https://www.torproject.org/

« Install Tor browser

¢ Open Tor Browser

e Open link in TOR browser: http://gandcrabmfe6mnef.onion/d24cdb91803c035
* Follow the instructions on this page

On our page you will see instructions on payment and get the opportunity to decrypt 1 file for free.
ATTENTION!
IN ORDER TO PREVENT DATA DAMAGE:

* DO NOT MODIFY ENCRYPTED FILES
* DO NOT CHANGE DATA BELOW

2-.viruses
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CRYPTO /VIRTUAL CURRENCIES
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RANSOMWARE - PAYMENTS

Current price: $2,400.00. As payment, you need cryptocurrency DASH or Bitcoin

ndexed Int

" " Deep Web
1 >90% of Internet
= Unindexed Internet

‘
£ Dark Web (Darknet)

- Subset of Deep Web
- Hidden Services
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HOW MANY CRYPTO /VIRTUAL
CURRENCIES EXIST

Approximately 2,112

APPROXIMATE VALUE?




WHAT ISACRYPTO /VIRTUAL
CURRENCY ?

There is no agreed world wide definition !!!

Crypto / virtual currency can best be described as digital money / tokens / property/ shares
ey all hold some type of value and it can be exchanged / converted for either real
pto / virtual currencies.
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DARK WEB
SURFACE WEB

Academic Information DEEP WEB Multilingual Databases

Medical Records Financial Records
Conmlns 80% of the information on
Legal Documents the Intermet, but is not accessible [t i Sl

by Surface Web crawlers.
Scientific Reports y Su eb ¢, rs | Competitor Websites

Subscription Information Eisation-specific

Repositories
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http://www.deepwebtech.com/deepweb-not-darkweb/
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DARK WEB

; = O X
About Tor X # gHacks Technology News X =+

S @~ © O Tor Browser  Search or enter address ¢ Q Search —

@ The green onion menu now has a security slider which lets you adjust your security level. Check it out! Open security settings | X

Tor Browser
7.0

Welcome to Tor Browser

You are now free to browse the Internet anonymously.

Test Tor Network Settings

Search securely with DuckDuckGo.

What Next? You Can Help!
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Ef) How Tor Works: 2

Alice
- —-a

Step 2: Alice’s Tor client
picks a random path to
destination server, Green
links are encrypted, red
links are in the clear.

|
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https://en.wikipedia.org/wiki/File:Onion_diagram.svg

REMEMBER THE TWO EMAIL
ADDRESSES?

Varying Domain Name

Glen.brown@AustralianSandAndSoil.com.au

Glen.brown@AustralianSandAndSoil.com.au

Glen.brown@AustralianSandAndSoil.com.au

n@AustralianSandAndSoil.com.au
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